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What is goal of this presentation

To show implementation steps linked with the
process working in the cloud

Describe different levels of users and role of IT
architects and administrators

Show several basic technical details

Help with decision which provider or cloud is best for
my/yours solution (respecting company IT culture,
style and tradition)



What commercial partners offer

Three groups of laaS

Framework Matrix in - Amazon- AWS - =
https://catalogue.geant.org/reports/ ;
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Big Vendors offer wide spectrum of services
Azure is an open cloud
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Big Vendors offer wide spectrum of services

AWS services

v Recently visited services

Billing

v All

Compute
EC2
EC2 Contamer Service

Lightsaill (#

Elastic Beanstalk
Lambda
Balch

= Storage
53
EFS
Glacier
Storape Gateway

! Database
RDS
DynamoDB

Review of all AWS Services

Cost Exploret

Developer Tools
CodeStar
CodeCommst
CodeBulid
CodeDepioy
CodePipehng
X-Ray

Management Toois

Clowdwalch
CloudFormation
Cloud Tradl

Config

OpsWorks

Serwice Catalog
Trusted Advisor
Managed Services

o
& d«‘\

EC2

Internet of Things

AWS loT
AWS Greengrass

Contact Center
Amazon Connect

Game Developme
Amazon GamelLift

Mobile Services
Mobsle Hub
Cognito

Davice Famm
Mobuie Analytics
Pmnpomt

7

«

Amazon Redshin g.)'

Natworking & Contant
Delivery

VPC

CloudFront

Direct Connmed

Route 53

Migration

AWS Migration Hub &t
Apphcation Discovery Sarvice
Database Migrabon Service

Server Migration Sorvice

Snowbal

o

Security, identity & 5
Compliance —]
1AM

Inspector
Certificste Manager
Dwectory Service
WAF & Shweld
Artifact

Amazon Macie
CloudgHSM

¥
<

Analylics

Athena E'
EMR

CloudSeatch

Elasticsearch Service

Kintszs

Data Pipeine .
QueckSight @ .
AWS Glue

Artificial Intefligence
Lex

Amazon Polly
Rekoanition

Machine Learming

Application Services
Step Fundtions

SWF

AP Gateway

Elastic Transcodor

Messaging

Simple Queuo Sevico
Simgie Notification Servios
Simpia Emall Sernce

Business Productivity

WaorkDocs
Workdmil

Amazon Chime (2

Desktop & App Streaming
WorkSpaces
AppStream 2.0



How to become cloud user

(Individual researcher or user as a part of the team)

Go to particular company WEB and make registration
— Credentials Received by email

Login to particular cloud WEB
Microsoft https://azure.microsoft.com/en-us/
AWS https://www.amazon.com/ap/signin?
CloudSigma https://zrh.cloudsigma.com

Work in cloud DASHBOARD (Define and control VM ) as L1 user
- Define resource requests for CPU, Memory, disk, network
- Generate or register your private SSH keys or password
- Create VM
- Start VM (start/stop/delete)

Users category:
L1 cloud owner /company main admin / superuser / cloud architect
L2 user with rights to use VM as admin ( with knowledge linux or MS server)
L3 application users and designers . They are using VM as at home.
(Mathematical modelling, Wordpress, Moodle , Office365)
Many application users NO NEED to contact PROVIDERs or work with DASHBOARD


https://zrh.cloudsigma.com/

Microsoft Azure

ttps://azure.microsoft.com/en-us/?v=17.4 90% o O %

Your vision, your results,

your cloud

Turn your idea into a new app, reimagine an existing
system, or create a hybrid cloud application with
confidence, no matter the platform or where you are on
the journey to the cloud.

Azure. Cloud for all.

Continue free account signup

Free Account FAQ >




Why Azure Solutions Products

Your vision, \
your cloud

Turn your idea into a new app
system, or create a hybrid clot
confidence, no matter the plat
the journey to the cloud.

Azure. Cloud for all.

Continue free accour

Free Account FAQ >

Microsoft Azure

=" Microsoft

jiri@cesnet.cz R

/Zadat heslo

Prihlasit

D Zustat prihlaseni

Zapomenuté heslo

Prihlaste se pomoci jiného uctu Microsoft.




L1 cloud user - Azure Management - Dashboard

Ridici panel v 4

Vsechny prostiedky
VSECNA PREDPLATNA

Create DevOps

Z3dné pros

Kurzy pro rychly start

ystémy Windows

d Markstplace




E Menu aWS

AWS Management Console
Getting Started Guide {Version 1.0)

Q

Documentation - This Guide

v

Search

_ Working with the AWS
Management Console

Working with Resource Groups

Working with Tag Editor

O AWS Glossary

Amazon Web Services

**  Engsh - Signintothe Console

AWS Documentation » Console Help » Getting Started Guide » Working with the AWS Management Console

Working with the AWS Management Console

Welcome to the AWS Management Console. This guide provides a short introduction to working with the console.
To learn how to work with individual services in the console, see AWS Documentation.

Topics

¢ What Is the AWS Management Console?
® Getting Started with a Service

¢ Adding and Removing Shortcuts

® Selecting a Region

¢ Changing Your Password

e Getting Billing Information

¢ Using the Device of Your Choice
* Troubleshooting

What Is the AWS Management Console?



E Menu aws

\-/7

AWS Management Console
Getting Started Guide {Version 1.0)

Documentation - This Guide

Search

_ Working with the AWS
Management Console

Working with Resource Groups
Working with Tag Editor

O AWS Glossary

Amazon Web Services

“  English
AWS Documentation » Console Help » Getting Started Guide » Working with the AWS Management Console

adWs

vﬁ'

Root user sign in

AWS Database Migration Service

Emadl

iriiicesnet.cz

— . ®

Sign in 1o 2 dfacent aconn

Forgol ord?
I W o) Over 40,000 Databases Migrated
Easlly migrate ang oonvert databases

* Troubleshooting

What Is the AWS Management Console?

= 1 S@hmﬂn(:omole 7

to working with the console.



CloudSigma laaS
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Dashboards = control panels

Different form, terminology, different icons, etc.
AWS

Services ~ Resource Groups ~ >
Launch Instance Actions ~
i ’ o @ 6
Evaents
Tags 2 Q 1to30f3
Reports
Name Instance State -« Status Checks - Alarm Status Public DNS (IPv4)
Limnits
config 3 @ ruming O 272 checks Nons W ec234.253234.255 eu
Instance Setlings
.
Imago @ stopped Nons
Instances Networking ’ @ stoppod None %

atch Monfonng »

Spot Requests

Resorved Instances

CPU (GHz) RAM (GB) Attached Drives Conmectad Networks




Resource allocation

(Storage, Computing power, Networking)

> l

VM |IP address

Storage Computing " Network

Virtual machine
& E NIC

Disk (blob) ] W#
Multifunction entity
@ Storage /\
account 3 Network
) Security
.
W Groups
Availability set

- ssd -n CPU
- GBytes - Memory Subnet
T - Linux/MS Virtual network<.“>




Networking is important part

of the cloud infrastructure
IP addressing:

IP access to VM from private network

direct access from anywhere,
after each Stop/ Restart different IP

(example: CloudSigma - 2 CHF per Public Static IP)

Definition of policies (Firewalls)

to Enable or to Block access from or to VM
In CloudSigma policy, in Amazon AWS, Microsoft Security groups

What is main difference compare to non cloud solution:
Strong rules for access as default. Only SSH no other traffic



More complex infrastructures

knowlege of existing utilization

TCP Port 80

7 | N
Web Tier 80 80 80
é Subnet 7 ] ~
- | ~
N | ”~

Pubhic IP 191,237.87.98
<publcDNSname >, cregon> Joudeppasure.com

D

10.0.0.1 10002 10003

7 1 by
Database Tier 1443 1443 1443
Subnet

7 | N
H B B B B &
Application servers

External Load balancer Internal Load balancer




What power | will neeél

| Some Use Cases

o Lowtraffic websites and web applications
Ganeal prpose 12,45, M4 o Sl catabases and mid-size databases

Instance Family

) v High performance web servers
IR L L
Compute-optimized (C5, C4 + Video-ocodho

o | v High performance databases
Memory-optinized X16, K1, 4  Ditrbutod MMmory caches

’ l)c"qlWv"“"””'\"'('
v Log or data-processing applications

Storage-optimized (W1, 13, 02)

Accelorated Computing (P3, P2, 63,  ECHINRVETRIFAIAL
F) + Machine learning



a1 A Ji

EC2 Purchasing Options

Spot Dedicated  Dedicated
Instances Instances Hosts

Bid on unused

instances
stances that that is fully
1 0n single dedicated to

tenant
hardware



L1 Cloud user - Dashboard Management

L1 user is person who is responsible for creation infrastructure Cloud Architect

AWS Regions

GovCloud
TTAR Complacce) o o

US West
Oy oy 8

US West © oo Mortrer
roma
(Northean

o South
Amoeorica

Select Regions and AZ

China

Beying) o
Asia
L)
o o Pacific
& Tokyo
o
Asia
Pacific
Sngapore )
o
Asia
Pacific

(Sydney

S—

Select
DC




Step 1: Choose an Amazon Machine Image (AMI) ORmismne
An AMI 1s & tempiate that contains the software configuration (operating sysiem, apphcation server, and applications) required 1o faunch your mstance. You can select an AMI provsded by AWS, cur user
commundy, o the AWS Markatplace, or you can select one of your own AMIs.

Quick Start C0 110350035 AMIs

My AMIs W Amazon Linux AMI 2017.08.1 (HVM), SSD Volume Type - ami-760aaa0f

ANS Amazon Linux  The Amazon Linux AMI 15 an FBS-backed, AWS . supported image  The default inage mcudes AWS command fine toals, Python, s4-bit
Marketplace IEEEEEEEEN by, Ped, and Java The repositones mcude Docker, PHP. MySQL, PostgreSCL, and other packages

Community AMIs Root device type: sbe  Vidusiization type vm  ENA Enatied Yes

) Red Hat Enterprise Linux 7.4 (HVM), SSD Volume Type - am|-bb9atibc2
Red Hat Red Hat Enterprse Linux version 7 4 {(HVM), EBS General Purpose (SS0) Volume Type
Roct devica type: obs Vinusization type: tvm  ENA Enatied Yas

[Free tier onty (i1

3 SUSE Linux Enterprise Server 12 SP3 (HVM), SSD Volume Type - ami.51862628

SUSE Linux  SUSE Linux Enterprise Sanver 12 Senvice Pack 3 (HVYM), EBS General Purpose (SSD) Volume Type. Pubsc Cloud, Advanced

Hoot dearcs type: sbs  Vinusizanon type: v ENA Enatied Yes

® Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-add175d4
| Iunty Server 16 04 | TS (HUM) FRS Ganaral Pumasa (SSN) Violume Tvne  Sunnort svadabia flom Canonical




Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely 55H into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Leam maore
about removing existing key pairs from a public AMI .

Choose an existing key pair

Sel For future ssh access to instance

| acknowledge that | have access to the selected private key file (jn-keys-aws.pem), and that
without this file, | won't be able to log into my instance.

Cancel ‘ Launch Instances ’




L1 Cloud user - Dashboard Management

My cloud infrastructure - Status review

Ireland

Services « Resource Groups -~ > Al i Navratil
Events .
Tag L P
Hapons
POl Name Instance 1D Instance Type Availability Zone Inst e State Status Checks Alarm Status CO nt . 9
Lims
Gt config 3 H02760d4adiba24ad 2. micra au-wast-1c W funning & 22 chacks None
Or422catic32 7 od2t 2. nano ou-wost-1b @ stopped Nane
ObBeS40cB8b05c7d 2. micro ou-west. 1 ® stopped Naone

Instance: | i-0276e4ad35a240d34 (config 3) Public DNS: c2-34-253-234-255 ou-wesl-1, cOmMpUute amazonaws, com

m Connect Actions ¥ O & 0

) 1t030f 3
Public DNS (IPv4) IPv4 Public P IPvE IPs Key Name Monitoring Launch Time Security Groups =
E s ©C2-34.253.234.255.¢ 34.253.234,255 in-keys-aws disabled Navemnber 2, 2017 at 4:47:4 N-Sgroug
o in-kerys-awe disabled Naovember 2, 2017 at 2:48:0 aunch-wiza
- jrekeys-syws disabled November 3, 2017 &t 11:42 aunch-wizard

IP keys




Instances

Launch Templates

Services ~

L1 Cloud user - Dashboard Management

Action commands

amazon.com B0

¥

Resource Groups ~ * drt Navratd -

iredand «

Q

Connect Actions »

Connact

Launch More Like This

Name Instance ID Availability Zone Instance State ~  Sistus Checks Alarm Status Public DNE {iPv4) IPv4 Public P
Instance State ’ -

confy 3 1-0276adedd58 R Bu-west-1c @ unnng & 22 checks None % ec2-52.3085.145 eu-w 523085145
Instance Setings » 2
1mage N o werst- 10 @ siopped Nore “»
Retworng ’ ast-1a & sopped Na ™
CloudWaich Moallorng »

Valid for this instance

Support

A ©
1todofd
IPvE IPs

m o o

°







€ () @ htipsy/zrh cloudsigma.com/ui/#/compute

M-server

Server e8ddd59¢8c2a

CPU(GHz) Type  RAM(GB) Tags  Attached Drives

B ¥+ Aa0OR

A = @ ® m

Connected Networks Status

Public 1782265192 [}
Public 172227174 [}

Running

Running




L1 user Set AWS Security groups

Security Group: sg-40d3c838

Description Inbound Outbound Tags

Edit .
| Default only SSH no other traffic allowed
Type i Protocol i PortRange | Source i Description |
SSH TCP 22 0.0.0.000
—
L search sg02efa82 (2]

@ Name «  Group ID =~  Group Name « VPCID «  Description

w %g-19201aB2 N-Sgroup vpe-ddea2869 ssh, web

Security Group: sg-192efa2

Descrption Iinbound Outbound Tags
hanged P |l Id f

= VM manager changed to open to all world tfor WEB
Type i Protocol | Port Range | Source | Description
HITP rceg 80 00000 web hitp
HTTP Tcp 80 0 web hitp
Custom ICMP Rule - 1Pv4 Echo Repty N/A 00000 ping
Custom ICMP Rule - 1Py4 Echo Reply N/A 0 ping
SSH Tcep 22 00000
HTTPS TCP 443 00000 waob hitps
HTTPS TCP 443 0

wab hiips




L1 user - AWS Security groups

ssh keys Security group




L1 user Set Azure Security groups

Ridici panel v+ tow idcipane

Hiledat (Ctrl+

Prehled

Protokol aktivit
Rizeni phistupu (IAM)
Znacky

x Diagnostikovat a fedit proble

NASTAVENI I n bo u n d

Prichozi pravidla zabezpeceni

Outbound

Odchozi pravidia zabezpeceni

’ Sitova rozhrani

¢ Upraat fidici panel

G Sdlg [ Clictrasovka P Klonowat

=) Piesunout @ Odstranit

Skupina prostiedk( (zménit
GproEvrope

Umistén

Zapadni Evropa

Predplatne {zménit

Bezplatna zkusebni verze

1D piedplatného
Sbhbbc2ad-916e-49e5-ac56-6d 7h%9caabba

Prichozi pravidla zabezpeceni

PRIORITA NAZEV

1000 default-allow-ssh
AllowVnetinBound

65000

AllowAzureloadBalancerinB...

n Markstplace

# Odstramt

22
Jakykol

Jakykoli

*** Dalsi

* Rozsah zdrojovych portu @

(&

Any

* Rozsah ,_'.|()'.f“\r{". p(ilYU L]

* Protokol

Any
*

AV s
AXce

Povolit | Zamitnout

* Priorita ©

100

* Nazev




Clouds offer complex user management

Microsoft Azure example RBAC Role Based Access Control

Azure RBAC

@ Scoping:
* Subscription « Full access

* Resource Group

/ * Resource Contributor

« Full resource access but no grant/revoke
‘] privileges

( &) Reader
‘ * Read-only resource access

Permission
Inheritence

Amazon Role-Based Access Control Policy

Organisation

role hierarchy o \'

Role permission assignment| Permission | | Operation

\
t
e ‘\ .............. Role Activation Constraint
User/Role Constraint |-~~~ - \*
Subject Session

-




L2 user - Login to VM from local machine
L2 user is person who will work in VM — application developer

C  |wm

campus

Use ssh

- ssh—i.ssh/my_clouds-key.rsa root@xy-machine.aws.com

@_‘Pul)untu&'pip 172-31-9-117: ~ (]




L2 user - Prepare to Login to VM from PC

With PUTTY,

ﬁ PuTTY Configuration

Category:

[~ Session
Logging

[~ Terminal
Keyboard
Bell
Features

[~ Window
Appearance
Behaviour
Translation
Selection
Colours

[~ Connection
Data
Proxy
Telnet
Rlogin

[+ SSH

Serial

About

PUTTYGEN

Basic options for your PUTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
‘178?265 192 ||7?
Connection type: - -

(ORaw () Telnet ( )Rlogin (®SSH () Serial

Load, save or delele a stored session

Saved Sesslons
Sigma-Ubuntu |

AWS.ip
Cloudsigma
Sigma-Debian
Sigma-Debian-7
Sigma-Deblan-7x

Sigma-Debian-9
T ——

Close window on exit

() Aways () Never (®) Only on clean

Open

]

Save

Delete

exit

Cancel

‘& PuTTY Configuration

Category:
[~ Tarminal
Keyboard
Bell
Fealures
[~} Window
Appearance
Behaviour
Translation
Selection
Colours
[~ Connection
Data
Proxy
Telnet
Rlogin
[~ SSH
| Kex
Cipher
[~ Auth
GSSAP|
Iy
X11
Tunnels
Bugs

Mnra hiina

About

Options controlling SSH authentication

[ ] Bypass authentication entirely (SSH-2 only)
Display pre-authentication banner (S5H-2 only)

Authentication mathods
[+] Attempt authentication using Pageant
[ ] Attempt TIS or CryptoCard auth (SSH-1)
[v] Attempt "keyboard-interactive" auth (SSH-2)

Authentication parameters
[ ]Allow agent forwarding
[ ] Allow attempted changes of username in SSH-2
Private key file for authentication
Jloudsigmaklice\JN-CESNET-SIGMA ppld| Browse

keys

Cancel

From Windows use “putty” with Your own keys or generated keys from provider
converted to ppk via PUTTYGEN




L2 user - Inside VM

Acting as System and Application administrator
(root or ubuntu/sudo, etc.)

————— m——
gubuntu@ip 172-31-18-242; jvar/vwww/html . O
Fotal 28

Hrwxr-xr-x 4 root root 4096 Nov 2 16:18 .

Hrwxr-xr-x 3 root root 4088 Nov 2 15:52 ..

- rw-r-~r-- 1 root root 11321 Nov 2 15:52 index.html

Hrwxr-xr-x 2 root root 4088 Nov 2 16:01 JN

Hrwxrwxrwx 49 1005 1005 4096 Nov 3 12:28 moodle

ibuntu@ip-172-31-18-242: /var/www/htmlS pwd

/var/www/html
ibuntu@ip-172-31-1 R—.’-?A.'!:/var,/wwhrmla

Filesystem 1K-blocks Used Available Usze% Mounted on
idev 499480 0 459480 0% /dev

knpfa 1014¢€3 10816 90652 11% /run

dev/xvdal 065444 1994124 6054936 25% /

knpfs 507328 0 507328 0% /dev/shm

kmpis 5120 0 5120 0% /run/lock
knpfs 507328 0 507328 0% /sys/fs/cgroup
kmpis 101468 0 101468 0% /run/user/1000

hbuntu@ip- 17 -31-18-2423 /\-'az/ww/ht-zu.. 1s /vaz -
xups L1t o1 Snag 3§ l WWW
anlU@lp 17“ 31-18-242; /viz/www/hlmli %uiJ l« Ide
packups cache crash 1lib local locE oo et —poedledata opt run spnap spoel tmp www
hbuntu@ip-172-31-18-242: /var/www/html{ sudo ls /var/www
1tml
hbuntu@ip-172-31-1
fndex.html JN mo
hbuntu@ip- l?“—51-‘~-"4"/varldwu/ntmi{ ps —ef 'grep apache l

242:/var/www/html§ sudo ls /var/www/html |
le

Foot 1265 1 0 Nov03 ? UUIUUIZY Jusr/sbin/ 2 -k start
bww-data 15820 1269 0 0&:25 2 00: /usr/sbin/ 2 -k start
bww-data 15821 1269 0 06:25 7 UO.- Jusr/abin/ag 2 -k start
ww-data 15822 1269 0 Ut.lb ? 00z Jusr/sbin/a; 2 -k start
bhww-data 15823 126% 0O ? 00: /uar/sbin/a;g 2 -k start
pww-data 15824 1269 0 ? 00:00:00 /usr/sbin/s 2 -k start
prww-data 17490 126% O 2 00:00:00 /usr/sbin/ 2 ~k satart
ww-data 17491 1265 0 ? 03 00:00 /usr/sbin/ 2 -k start
hww-data 17492 1265 0 12:45 2 00:00:00 /usr/sbin/ap 2 ~k atart
ww-data 17722 1269 0 14:00 2 DJ.DU:OU /Jusr/sbin/= 2 -k start
hbuntu 1788& 16892 0 14:50 pts/0 X grep --color=auto
hbuntu@ip-172-31-18~242: /var/www/html

14:50:54 up 11 days, 23:02, 2 users, 1 'eraqe: a.00, 0.00, 0.00
hbuntu@ip-172-31-18-242: /var/www/html$ I




Moodle used as testing application

E-learning system used in many schools and universities, widely spread all
over the world

Quite complex system with own users, DB, WEB
You must install several fundamental software tools on VM

as L2 user
— mySQL database or other DB
— Apache WEB,
— PHP5.60r7.0
— Moodle 3.2

L3 user Moodle admin to create:
- roles for rest of users: manager, teacher, student
- prepare content — courses
- link to mailing server
Make access for Moodle users, registration to courses, etc.

L4 Users (lectures, preparing content in the Moodle, students attending courses)

L3 and L4 Users running application users which doesn’t know if it is on cloud on
not)



L2 user - Inside VM

sudo apt-get update

sudo apt-get install apache2 mysqgl-client mysql-server php5

sudo apt-get install graphviz aspell php5-pspell php5-curl php5-gd

& 147.251.253.171 - PuUTTY = [

WWWwroot
1o Laxr o

icdmin




L3 user Login to Application

Nezabezpeéen{ 34.253.234.255/moodei}gn/indexphp

Moodle TESTING on AWS

Your session has timed out. Please log in again.

Forgotten your

admin
username or password?
........
Cookies must be
7 enabled in your browser
Remember username ®

. Some courses may
Log in
allow guest access

Log in as a guest



L3 user Inside Moodle

¢ C O  © 178.22.65.192/moodle/my/index phy & % S
= T3-Moodle-FrontPage-CloudSigma & P i Navratil ‘ -

Jiri Navratil RN H—

PRIVATE FILES
COURSE OVERVIEW

No files available

How to work in different clouds

Manage private liles

ONLINE USERS

(last 5 minutes: 1)

‘ Jirl Navratil



L3 user inside Moodle testing application

C 0O | © 34.253.234.255/moodle/course/view php?id=3 Q & <

=l Moodle AWS a4 W i Naveati Q .

laaS Framework

GN4 |laaS Framework Basic info -

Participants
Dashboard / My courses / IaaS Framework

Badges

Competencies
Your progress (3)

Grades Main Goals of this project
i
B Main Goals of this M= Geant as Integrating element for academic environment O
project

GEANT is uniquely capable of helping vendors deliver cloud services to the European research and education
B Cloud Providers community. This community consists of 10,000 institutions and 50 million users, who communicate and collaborate
online on a daily basis, often in cross-organisational teams. Cloud services are vital to their work and research

B Usecases collaborations.

GEANT is here to help you develop the most compelling and suitable cloud services by overcoming the obstacles
B Topic4 that the organisational, technical and financial structures of research and education organisations often present.

As the designated intarnat service provider for tha pan-European research and education community, GEANT is
interested in expanding our service portfoiio to include a wide range of innovative services. This type of joint

ashboard
Enboe procurement is not possible through your standard purchase processes

Site home

Calendar

- Cloud Providers



Amazon S3 storage concept




.Wl-ﬁ

jects in a bucket

aCan store an unlimited numbe: of ob
wObjects can be up 10 5 TB: no bucket size limt
aDesigned for 99.999999999% durability and 99.99% availability of

objects over a given year
aCan use HTTP/S endpoints to store and retrieve any amount of data,
at any time, from anywhere on the web

aHighly scalable, reliable, fast, and inexpensive

wCan use optional server-side encryption using AWS or customer-
managed provided client-side encryption

- wAuditing is provided by access logs
| #Provides standards-based REST and SOAP interfaces



Cloud Activity reports
(Billing, Pricing, Licensing)

To Open subscription for AWS, Microsoft, etc.
As individual you need valid Credit card !

OR
Your organization must sigh a contract with reseler



Pricing models

AWS - used resources for my testing cca 15 US/month
CloudSigma — allocated resources cca 60 EURO/per month
Microsoft

- http://azure.microsoft.com/en-us/pricing/calculator/
- https://azure.microsoft.com/en-us/pricing/details/virtual-machines/windows/

Linear price to used resource or not ?


http://azure.microsoft.com/cs-cz/pricing/calculator/
https://azure.microsoft.com/cs-cz/pricing/details/virtual-machines/windows/
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AWS Billing console
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CloudSigma Usage review
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Summary

Existing infrastructures were built gradually during long period by different
specialists (system engineers, technicians, networkers) connecting together
many HW pieces with wired network.

On clouds you can create your new environment on remote infrastructure exactly
as on your home infrastructure without touching HW and wires. You can apply
programmatically all types of rights, restrictions and limitations. IT architects in
large infrastructures appears as very important role.

No needs extra space, no HW no wiring. Work can be done in parallel to existing
infrastructure in couple of weeks.

You should trust to cloud providers same way as you trust to your own DC staff or
partners. There are principally same dangers - INTERNET.

You need experienced IT staff who know how to do it or
to rent special contractors ! It is not task for cloud providers support !



Thank you for your attention
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